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Document Conventions

The following tables list the text and notice conventions that are used throughout this guide.

TABLE 1 Text conventions

Convention Description Example

monospace Identifies command syntax device (config) # interface ethernet 1/1/6
examples.

bold User interface (Ul) components On the Start menu, click All Programs.

such as screen or page names,
keyboard keys, software buttons,
and field names

italics Publication titles Refer to the Ruckus Small Cell Release Notes for more information

Notes, Cautions, and Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of
potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related

information.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to
hardware, firmware, software, or data.

DANGER
A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you.
Safety labels are also attached directly to products to warn of these conditions or situations.
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Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their
logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[1 Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|y|z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the
options.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the
entire command at the prompt without the backslash.

Document Feedback

Ruckus is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to Ruckus at: docs@ruckuswireless.com
When contacting us, please include the following information:

*  Document title and release number

*  Document part number (on the cover page)

*  Page number (if appropriate)

*  For example:

- Ruckus Small Cell Alarms Guide SC Release 1.3
- Part number: 800-71306-001
- Page 88

Ruckus Product Documentation Resources

Visit the Ruckus website to locate related documentation for your product and additional Ruckus resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate
documentation by product or perform a text search. Access to Release Notes requires an active support contract and Ruckus
Support Portal user account. Other technical documentation content is available without logging into the Ruckus Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Ruckus Fastlron Management Configuration Guide, 08.0.80
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Online Training Resources

To access a variety of online Ruckus training modules, including free introductory courses to wireless networking essentials, site
surveys, and Ruckus products, visit the Ruckus Training Portal at https://training.ruckuswireless.com.

Contacting Ruckus Customer Services and
Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on
their Ruckus Networks products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access
the self-service resources use the following criteria:
e Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a
Case section.
*  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be
available. Go to the Open a Case section.
*  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the
Self-Service Resources section.
*  Priority 4 (P4)—Low. Request for information, product documentation, or product enhancements. Go to the Self-Service
Resources section.

Open a Case
When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get
help:

* Continental United States: 1-855-782-5871

* Canada: 1-855-782-5871

* Europe, Middle East, Africa, and Asia Pacific, toll-free numbers are available at https://support.ruckuswireless.com/
contact-us and Live Chat is also available.

Self-Service Resources
The Support Portal at https://support.ruckuswireless.com/contact-us offers a number of tools to help you to research and
resolve problems with your Ruckus products, including:

*  Technical Documentation—https://support.ruckuswireless.com/documents

*  Community Forums—nhttps://forums.ruckuswireless.com/ruckuswireless/categories

*  Knowledge Base Articles—https://support.ruckuswireless.com/answers

Ruckus Fastlron Management Configuration Guide, 08.0.80
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*  Software Downloads and Release Notes—https://support.ruckuswireless.com/software
*  Security Bulletins—https://support.ruckuswireless.com/security
Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting

analysis if you still require assistance through a support case or RMA. If you still require help, open and manage your case at
https://support.ruckuswireless.com/case_management

Ruckus Fastlron Management Configuration Guide, 08.0.80
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*  What's new in this document
*  How command information is presented in this guide

Supported hardware

This guide supports the following Ruckus products:

*  Ruckus ICX 7750 Series
*  Ruckus ICX 7650 Series
*  Ruckus ICX 7450 Series
*  Ruckus ICX 7250 Series
*  Ruckus ICX 7150 Series

For information about what models and modules these devices support, see the hardware installation guide for the specific

product family.

What's new in this document

The following table includes descriptions of new information added to this guide for the Fastlron 08.0.80 software release.

TABLE 2 Summary of enhancements in Fastlron release 08.0.80

Feature

Description

Described in

Coupling of PoE with datalink operations

Although PoE and datalink operations are
functionally independent of each other, some
datalink operations affect the operational
behavior of PoE ports. To overcome this
limitation, data link operation is decoupled
with inline power by default. In the default
state, the datalink operational behavior on a
PoE port does not affect the power state of
the powered device that is connecting to the
port. From 08.0.70b release onwards, user
can override the default behavior of datalink
decoupling using the inline power couple-
datalink command.

Decoupling and coupling of PoE with datalink
operations on page 172
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How command information is presented in this
guide
For all new content supported in Fastlron release 08.0.20 and later, command information is documented in a standalone

command reference guide.

In the Ruckus Fastlron Command Reference, the command pages are in alphabetical order and follow a standard format to present
syntax, parameters, mode, usage guidelines, examples, and command history.

NOTE
Many commands introduced before Fastlron release 08.0.20 are also included in the guide.
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Management port overview

The management port is an out-of-band (OOB) port that customers can use to manage their devices without interfering with the

in-band ports. The management port is widely used to download images and configurations, for Telnet sessions and for Web

management.

The MAC address for the management port is derived from the base MAC address of the unit, plus the number of ports in the
base module. For example, on a 48-port standalone device, the base MAC address is 0000.0034.2200. The management port

MAC address for this device would be 0000.0034.2200 plus 0x30, or 0000.0034.2230. The 0x30 in this case equals the 48 ports on

the base module.

The MAC address for the management port is derived as if the management port is the last port on the management module
where it is located. For example, on a 2 X 10G management module, the MAC address of the management port is that of the

third port on that module.
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NOTE

In previous releases, the OOB management port could not be a member of the management VRF or VLAN. When a
management VLAN was configured, the OOB interface was disabled, disabling switch access. This posed a risk to
managing the switch in case in-band ports are busy forwarding packets a line rate. Now if a management VLAN is
configured, the OOB management interface is automatically part of the management VLAN (treated as an untagged
port). Support is also provided for traffic over the management VRF. This provides secure management access to the
device through outbound traffic through a VRF that is specified as global management VRF, thereby isolating
management traffic from network data traffic.

NOTE
Refer to "Configuring the OOB management port to be a member of a management VRF" and "Configuring the OOB
management port to be a member of a management VLAN."

Only packets that are specifically addressed to the management port MAC address or the broadcast MAC address are processed
by the Layer 2 switch or Layer 3 switch. All other packets are filtered out. No packet received on a management port is sent to
any in-band ports, and no packets received on in-band ports are sent to a management port.

For ICX devices, all features that can be configured from the global configuration mode can also be configured from the interface
level of the management port. Features that are configured through the management port take effect globally, not on the
management port itself.

For switches, any in-band port may be used for management purposes. A router sends Layer 3 packets using the MAC address of
the port as the source MAC address.

For stacking devices, each stack unit has one OOB management port. Only the management port on the active controller will
actively send and receive packets. If a new active controller is elected, the new active controller management port will become
the active management port. In this situation, the MAC address of the old active controller and the MAC address of the new
controller will be different.

Displaying information about management ports

Management port information can be displayed using several command-line interface (CLI) command options.
Before entering the commands in this task, ensure that the management port is configured.
The steps in this task can be performed in any order.

1. To display the current management port configuration use the show running config interface management
command with a specified port number.

device> show running-config interface management 1

interface management 1
ip address 10.44.9.64 255.255.255.0

2. Todisplay more detailed interface configuration information about the management port, use the show interfaces
management command with a specified port number.

device (config) # show interfaces management 1

GigEthernetmgmtl is up, line protocol is up

Port up for 4 day(s) 1 hour(s) 43 minute(s) 8 second(s)

Hardware is GigEthernet, address is 0000.0076.544a (bia 0000.0076.544a)
Configured speed auto, actual 1Gbit, configured duplex fdx, actual fdx
Configured mdi mode AUTO, actual none

(output truncated)
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3. Todisplay summary management interface information, enter the show interfaces brief management command with
a specified port number.

device# show interfaces brief management 1

Port Link State Dupl Speed Trunk Tag Pri MAC Name
mgmtl Up None Full 1G None No 0 0000.0076.544a

4. To display management port statistics, enter the show statistics management command with a specified port number.
device# show statistics management 1

Port Link State Dupl Speed Trunk Tag Pvid Pri MAC Name
mgmtl Up None Full 1G None No None O 0000.0076.544a

Port mgmtl Counters:

InOctets 3210941 OutOctets 1540

InPkts 39939 OutPackets 22
InBroadcastPkts 4355 OutbroadcastPkts 0
InMultiastPkts 35214 OutMulticastPkts 6
InUnicastPkts 370 OutUnicastPkts 16

(output truncated)
5. To display summary management interface statistics, enter the show statistics brief management command with a
specified port number.
device# show statistics brief management 1
Port In Packets Out Packets Trunk In Errors Out Errors

mgmtl 39946 22 0 0
Total 39945 22 0 0

Web Management Interface

The Web Management Interface is a browser-based interface that allows administrators to manage and monitor a single Ruckus
device or a group of Ruckus devices connected together.

For many of the features on a Ruckus device, the Web Management Interface can be used as an alternate to the CLI for creating
new configurations, modifying existing ones, and monitoring the traffic on a device.

For more information on how to log in and use the Web Management Interface, refer to the Ruckus Fastiron Web Management
Interface User Guide.

Management VRFs

Virtual routing and forwarding (VRF) allows routers to maintain multiple routing tables and forwarding tables on the same router.
A management VRF can be configured to control the flow of management traffic as described in this section.

NOTE

For information on configuring Multi-VRF, sometimes called VRF-Lite or Multi-VRF CE, refer to the Ruckus Fastiron Layer 3
Routing Configuration Guide.

A management VRF is used to provide secure management access to the device by sending inbound and outbound management
traffic through the VRF specified as a global management VRF and through the out-of-band management port, thereby isolating
management traffic from the network data traffic.

Ruckus Fastlron Management Configuration Guide, 08.0.80
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By default, the inbound traffic is unaware of VRF and allows incoming packets from any VRF, including the default VRF. Outbound
traffic is sent only through the default VRF. The default VRF consists of an out-of-band management port and all the LP ports that
do not belong to any other VRFs.

Any VRF, except the default VRF, can be configured as a management VRF. When a management VRF is configured, the
management traffic is allowed through the ports belonging to the specified VRF and the out-of-band management port. The
management traffic through the ports belonging to the other VRFs and the default VRF are dropped, and the rejection statistics
are incremented.

If the management VRF is not configured, the management applications follows default behavior. The management VRF is
configured the same way for IPv4 and IPv6 management traffic.
The management VRF is supported by the following management applications:

*  SNMP server

*  SNMP trap generator

* Telnetserver

* SSHserver

* Telnetclient

* RADIUS client

*  TACACS+ client

e TFTP

e SCP

* Syslog
NOTE

Any ping or traceroute commands use the VRF specified in the command or the default VRF if no VRF is specified.

Source interface and management VRF compatibility

A source interface must be configured for management applications. When a source interface is configured, management
applications use the lowest configured IP address of the specified interface as the source IP address in all the outgoing packets. If
the configured interface is not part of the management VRF, the response packet does not reach the destination. If the
compatibility check fails while either the management VRF or the source interface is being configured, the following warning
message is displayed. However, the configuration command is accepted.

The source-interface for Telnet, TFTP is not part of the management-vrf

Supported management applications

This section explains the management VRF support provided by the management applications. The following applications are
supported:

*  SNMP server—When the management VRF is configured, the SNMP server receives SNMP requests and sends SNMP
responses only through the ports belonging to the management VRF and through the out-of-band management port.
Any change in the management VRF configuration becomes immediately effective for the SNMP server.

*  SNMP trap generator—When the management VRF is configured, the SNMP trap generator sends traps to trap hosts
through the ports belonging to the management VRF and through the out-of-band management port. Any change in the
management VRF configuration takes effect immediately for the SNMP trap generator.

Ruckus Fastlron Management Configuration Guide, 08.0.80
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NOTE
The SNMP source interface configuration command snmp-server trap-source must be compatible with the
management VRF configuration.

* Telnet client— To allow the incoming Telnet connection requests only from the management VRF and not from the out-
of-band management port, enter the telnet strict-management-vrf command.

SNMP server

When the management VRF is configured, the SNMP server receives SNMP requests and sends SNMP responses only through
the ports belonging to the management VRF and through the out-of-band management port.

Any change in the management VRF configuration becomes immediately effective for the SNMP server.

SNMP trap generator

When the management VRF is configured, the SNMP trap generator sends traps to trap hosts through the ports belonging to the
management VRF and through the out-of-band management port.

Any change in the management VRF configuration takes effect immediately for the SNMP trap generator.

NOTE
The SNMP source interface configuration command snmp-server trap-source must be compatible with the
management VRF configuration.

SSH server

When the management VRF is configured, the incoming SSH connection requests are allowed only from the ports belonging to
the management VRF and from the out-of-band management port. Management VRF enforcement occurs only while a
connection is established.

To allow the incoming SSH connection requests only from the management VRF and not from the out-of-band management port,
enter the following command.

device (config)# ip ssh strict-management-vrf

The ip ssh strict-management-vrf command is applicable only when the management VRF is configured. If not, the command
issues the following warning message.

Warning - Management-vrf is not configured.

For the SSH server, changing the management VRF configuration or configuring the ip ssh strict-management-vrf command
does not affect the existing SSH connections. The changes are be applied only to new incoming connection requests.

Telnet client

To allow the incoming Telnet connection requests only from the management VRF and not from the out-of-band management
port, enter the following command.

device (config) # telnet strict-management-vrf

Syntax: telnet strict-management-vrf

Ruckus Fastlron Management Configuration Guide, 08.0.80
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RADIUS client

When the management VRF is configured, the RADIUS client sends RADIUS requests or receives responses only through the
ports belonging to the management VRF and through the out-of-band management port.

Any change in the management VRF configuration takes effect immediately for the RADIUS client.
NOTE

The RADIUS source interface configuration command ip radius source-interface must be compatible with the
management VRF configuration.

TACACS+ client

When the management VRF is configured, the TACACS+ client establishes connections with TACACS+ servers only through the
ports belonging to the management VRF and the out-of-band management port.

For the TACACS+ client, a change in the management VRF configuration does not affect the existing TACACS+ connections. The
changes are applied only to new TACACS+ connections.

NOTE
The TACACS+ source interface configuration command ip tacacs source-interface must be compatible with the
management VRF configuration.

TFTP

When the management VRF is configured, TFTP sends or receives data and acknowledgments only through ports belonging to
the management VRF and through the out-of-band management port.

Any change in the management VRF configuration takes effect immediately for TFTP. You cannot change in the management VRF
configuration while TFTP is in progress.

NOTE
The TFTP source interface configuration command ip tftp source-interface must be compatible with the management
VRF configuration.

scp
SCP uses SSH as the underlying transport. The behavior of SCP is similar to the SSH server.

Syslog
When the management VRF is configured, the Syslog module sends log messages only through the ports belonging to the
management VRF and the out-of-band management port.

Any change in the management VRF configuration takes effect immediately for Syslog.
NOTE

The Syslog source interface configuration command ip syslog source-interface must be compatible with the
management VRF configuration.

Ruckus Fastlron Management Configuration Guide, 08.0.80
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Configuring a global management VRF

To configure a VRF as a global management VRF, enter the following command.
device (config) # management-vrf mvrf

Syntax: [no] management-vrf vrf-name

The vrf-name parameter must specify the name of a pre-configured VRF. If the VRF is not pre-configured, command execution
fails, and the following error message is displayed.

Error - VRF <vrf-name>
doesn't exist

When the management VRF is configured, the following Syslog message is displayed.

SYSLOG: VRF <vrf-name>
has been configured as management-vrf

Enter the no form of the command to remove the management VRF. When the management VRF is deleted, the following Syslog
message is displayed.

SYSLOG: VRF <vrf-name>
has been un-configured as management-vrf

Configuration notes

Consider the following configuration notes:

* If amanagement VRF is already configured, you must remove the existing management VRF configuration before
configuring a new one. If not, the system displays the following error message.

device (config) # management-vrf red
Error - VRF mvrf already configured as management-vrf

* Ifyou try to delete a management VRF that was not configured, the system displays the following error message.

device (config)# no management-vrf red
Error - VRF red is not the current management-vrf

* IfaVRFis currently configured as the management VREF, it cannot be deleted or modified. Attempting to do so causes
the system to return the following error message.

device (config)# no vrf mvrf
Error - Cannot modify/delete a VRF which is configured as management-vrf

Configuring the OOB management port to be a member of a

management VRF

This task configures the out-of-band (OOB) management port to be member of a user-specified (nondefault) management VRF.
1. Enter global configuration mode.

device# configure terminal
device (config)#

2. In global configuration mode, create a nondefault VRF instance and exit.

device (config) # vrf MGMT_ IP
defice(config-vrf-MGMT_ IP)# exit-vrf
device (config) #
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3. In global configuration mode, enter the management-vrf command and specify the VRF instance.

device (config) # management-vrf MGMT IP
device (config) #

4. In global configuration mode, enter the interface management command and specify the only supported interface
number.

device (config)# interface management 1
device (config-if-mgmt-1) #

5. In management interface configuration mode, enter the vrf forwarding command and specify the management VLAN,
to enable VRF forwarding on the OOB management port.

device (config-if-mgmt-1)# vrf forwarding MGMT IP

Displaying management VRF information
To display IP Information for a specified VRF, enter the following command at any level of the CLI.

device (config) # show vrf mvrf
VRF mvrf, default RD 1100:1100, Table ID 11
Configured as management-vrf
IP Router-Id: 1.0.0.1
Interfaces:
ve3300 ve3400
Address Family IPv4
Max Routes: 641
Number of Unicast Routes: 2
Address Family IPv6
Max Routes: 64
Number of Unicast Routes: 2

Syntax: show vrf vrf-name

The vrf-name parameter specifies the VRF for which you want to display IP information.

TABLE 3 show vrf output descriptions

This field Displays

VRF vrf-name The name of the VRF.

default RD The default route distinguisher for the VRF.

Table ID The table ID for the VRF.

Routes The total number of IPv4 and IPv6 Unicast routes configured on this
VRF.

Configured as management-vrf Indicates that the specified VRF is configured as a management VRF.

IP Router-Id The 32-bit number that uniquely identifies the router.

Number of Unicast Routes The number of Unicast routes configured on this VRF.

The show who command displays information about the management VRF from which the Telnet or SSH connection has been
established.

device (config) # show who
Console connections:
established, monitor enabled, privilege super-user, in config mode
1 minutes 47 seconds in idle
Telnet server status: Enabled
Telnet connections (inbound) :
1 established, client ip address 10.53.1.181, user is lab, privilege super-user
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using vrf default-vrf.
2 minutes 46 seconds in idle
2 established, client ip address 10.20.20.2, user is lab, privilege super-user
using vrf mvrf.
16 seconds in idle
3 closed
4 closed
5 closed
Telnet connections (outbound) :
6 established, server ip address 10.20.20.2, from Telnet session 2, , privilege super-user
using vrf mvrf.
12 seconds in idle
7 closed
8 closed
9 closed
10 closed
SSH server status: Enabled
SSH connections:
1 established, client ip address 10.53.1.181, privilege super-user
using vrf default-vrf.
you are connecting to this session
3 seconds in idle
2 established, client ip address 10.20.20.2, privilege super-user
using vrf mvrf.
48 seconds in idle

3 closed
4 closed
5 closed
6 closed
7 closed
8 closed
9 closed
10 closed
11 closed
12 closed
13 closed
14 closed
15 closed
16 closed

Syntax: show who
To display packet and session rejection statistics due to failure in management VRF validation, enter the following command.

device (config)# show management-vrf

Management VRF name : sflow
Management Application Rx Drop Pkts Tx Drop Pkts
SNMP Engine 0 11
RADIUS Client 0 0
TFTP Client 0 0
Traps - 0
SysLogs - 0
TCP Connection rejects:
Telnet : 0
SSH (Strict): 685
TACACS+ Client : 0
Syntax: show management-vrf
TABLE 4 show management-vrf output descriptions
This field Displays
Management VRF name Displays the configured management VRF name.
Management Application Displays the management application names.
Rx Drop Pkts Displays the number of packets dropped in the inbound traffic.
Tx Drop Pkts Displays the number of packets dropped in the outbound traffic.
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TABLE 4 show management-vrf output descriptions (continued)
This field Displays

TCP Connection rejects Displays the number of TCP connections per application rejected due
to management VRF validation.

Make sure that the management VRF is configured before executing the show management-vrf command. If not, the system
displays the following error message.

Error - Management VRF is not configured.
To clear the management VRF rejection statistics, enter the following command.
device (config)# clear management-vrf-stats

Syntax: clear management-vrf-stats

Additional OOB management configuration
options

The following features are introduced with Fastlron 8.0.50.

Configuring an IPv6 default gateway to support OOB management

An IPv6 default gateway can be configured globally as well as on a management VLAN, with the latter configuration supporting
multiple gateways. Both options are illustrated.

A default gateway is the first hop to the network in which management devices are located. In addition to an IPv4 default
gateway (whose IP address is configured by means of the ip default-gateway command), an IPv6 default gateway is
recommended for the following reasons:

* Although IPv6 discovers neighbors and routes dynamically, in some cases Router Advertisement (RA) and Router
Solicitation (RS) operations are disabled and a default gateway is required to send traffic.

* Management devices (for example, TFTP servers, Telnet or SSH clients) are not members of the same subnet as the
management IPv6 address.

If a management VLAN is not configured, the device can have only one IPv6 default gateway in the global configuration.

If a management VLAN is configured (by means of the default-ipv6-gateway command in VLAN configuration mode), the device
can have a maximum of 5 IPv6 default gateways with a metric (1 through 5) under the management VLAN.

Multiple gateways can have the same metric value.

The best default gateway is first chosen as the device whose neighbors are reachable (in the sequence of metric values).
Otherwise, the gateway with the highest priority (the lowest metric value) is chosen.

If a static default gateway is configured, that gateway takes precedence over the best default gateway configured by means of RA.
If the static default-gateway configuration is removed, the best default gateway learned by RA is restored.

Configured gateway addresses and the default gateway address must be in same subnet.
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To configure a global (single) IPv6 default gateway without the management VLAN configuration, by means of the ipv6 default-
gateway command in global configuration mode:

device# configure terminal
device (config) # ipv6 default-gateway 2620:100:c:fe23:10:37:65:129

To configure the maximum of 5 IPv6 default gateways with the management VLAN configuration, and specify metrics for each, by
means of the default-ipv6-gateway command in VLAN configuration mode:

device# configure terminal

device (config)# vlan 66

device (config-vlan-66) # default-ipv6-gateway 2620:100:
device (config-vlan-66)# default-ipvé6-gateway 2620:100:
device (config-vlan-66)# default-ipvé6-gateway 2620:100:
device (config-vlan-66)# default-ipv6-gateway 2620:100:
device (config-vlan-66)# default-ipvé6-gateway 2620:100:

:£e23:10:37:65:129
:£e23:10:37:65:129
:£e23:10:37:65:130
:£e23:10:37:65:131
:£e23:10:37:65:132

Qa0a0aaQ
(G20 \ O \O R ON)

#
#
#
#

Controlling traffic on management ports in a VLAN or VRF

Prior to Fastlron 8.0.50, management traffic on both in-band and out-of-band (OOB) management interfaces depended on
membership in the management VLAN or VRF. Now you can exclude these interfaces for management traffic, which includes IPv6
Router Advertisement (RA) traffic on a Layer 2 image, and IPv6 RA, HTTP, NTP, SSH, and Telnet traffic on a Layer 3 image.

Use the management exclude command in global configuration mode to exclude traffic types as in the following examples.
To exclude inband IPv6 RA traffic on a switch image:
device (config) # management exclude ipvé6ra inband
To exclude OOB IPv6 RA traffic on a switch image:
device (config) # management exclude ipvéra oob
To exclude all OOB traffic on a switch or router image:
device (config) # management exclude all inband
To exclude SSH OOB traffic on a router image:
device (config) # management exclude ssh oob
Use the show management traffic exclusion command to confirm a configuration, as in the following example:

device# show management traffic exclusion

Port App

Inband all

oob all
NOTE

The management exclude command is mutually exclusive with respect to either the ip ssh strict-management-vrf or
the telnet strict-management-vrf commands. If the management exclude command is also configured, outbound
SSH or Telnet connections are not blocked. If the management interface VRF and the management VRF are the same,
then the ip ssh strict-management-vrf and telnet strict-management-vrf commands do not stop a connection
initiated from an OOB management interface. In this case, the user must execute the management exclude all oob,
management exclude ssh oob, or management exclude telnet oob command, as appropriate, to stop a connection.
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Configuring the OOB management port to be a member of a

management VLAN

This task configures the out-of-band (OOB) management port to be member of a user-specified (nondefault) VLAN.
1. Enter global configuration mode.

device# configure terminal
device (config) #

2. In global configuration mode, create a VLAN and enter VLAN configuration mode.

device (config)# vlan 20
device (config-vlan-20) #

3. InVLAN configuration mode, enter the management-vlan command to specify this VLAN as the OOB management
VLAN and automatically assign it as an untagged interface.

device (config-vlan-20) # management-vlan
Out of band management interface untagged with VLAN 100
Management VLAN Configured. Clearing IPv4 ARP, IPv6 Neighbor

System clock

On a Ruckus device, you can manually set the system clock with the time and date you specify. The system clock settings are
retained across power cycles.
The operation of the device does not depend on the date and time. A Ruckus device will function properly despite incorrect date

and time value. However, since logging, error detection, and troubleshooting use the date and time, you should set the clock
correctly. Time values are limited to between January 1, 1970 and December 31, 2035.

If NTP servers are configured, the NTP server automatically updates and overrides the system clock.

Daylight saving time
Some countries around the world have adopted adding an extra hour of daylight to the evenings during the summer time to

make use of extra light. The extra hour is removed at the start of the winter. Daylight saving is more effective in countries further
away from equator.

By default, the Ruckus device does not change the system time for daylight savings time, you must manually configure the
summer-time settings. When used, daylight savings are implemented in three sets of dates and times:
e  USA—Summer time starts at 2:00am on the second Sunday of March and ends at 2:00am on the first Sunday of
November.
*  Europe—Summer time starts at 2:00am on the last Sunday of March and ends at 2:00am on the last Sunday of October.

* Rest of the world—Summer time starts at 2:00am on the last Sunday of March and ends at 2:00am on the last Sunday of
October, but some countries have different start and end dates depending on the longitude.

Daylight Saving Time, for the U.S. and its territories, is not observed in Hawaii, Guam, Puerto Rico, the Virgin Islands and the state
of Arizona (not the Navajo Indian Reservation, which does observe). Navajo Nation participates in the Daylight Saving Time policy,
due to its large size and location in three states.

Due to variations in the dates when daylight savings time is implemented, you can manually configure the date and time of the
start and end of summer-time. An offset of minutes can also be configured.

Ruckus Fastlron Management Configuration Guide, 08.0.80
26 Part Number: 53-1005548-01



Configuration Fundamentals
System clock

Time zone settings affect the local time and potential summer time changes for a specific region. Time zones are measured by
the time ahead or behind Greenwich Mean Time (GMT) and expressed as Universal Time Coordinated (UTC) with a positive or
negative sign and a number representing hours.

The time zone setting has the following characteristics:

* The time zone setting does not adjust for Daylight Savings Time; the summer-time settings must be manually
configured.

* Changing the time zone on a device updates the local time zone setup and is reflected in local time calculations.
* By default, all devices are in the Greenwich Mean Time (GMT) time zone (0,0).
* Time zone settings persist across failover for high availability.

* Time zone settings are not af